2-Step Verification Set Up (2SV)

2-step verification (2SV) is being added for all GFCU online banking and app users
starting November 21, 2023, to add an additional layer of security to your banking
experience.

After 2SV is set-up on your account, if we detect unusual activity during login, you
will be sent a one-time verification code to either your email address or mobile
phone you registered during your 2SV set-up. This will replace the previous security
questions used during banking login.

Ensure you set-up 2SV on your account before January 15, 2024 to ensure
uninterrupted access to your online banking experience.

2SV set-up- what do | need to do?

*You will need an e-mail address or mobile phone to set-up 2-step verification
(landlines will not work). Please make sure you have your e-mail and/or mobile
phone close by when completing the set-up.

Step 1 - login to the app or online banking desktop with your Member Number and
Personal Access Code (PAC)/online banking password.

Note: If you previously had your login information memorized on your device, you
will be required to re-enter your Member Number on or after November 21. After
entering your account info, click “remember me” if you'd like to continue using the
memorized account feature for future logins. Going forward, the option to
memorize an account on a device will be managed solely through the login page
and not within your account settings.

Step 2: On your first time logging in after November 21, 2023, you will be presented
with the following screen asking you to decide between setting up 2-step
verification to your mobile phone or e-mail (landline phone number will not work).
Enter your contact information in the space below based on your preference and
hit “send code”.
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Note: If you would like to potentially use both methods in the future visit “settings”
and “profile and preferences” in online banking. By entering both methods, in the
future you will be able to choose where you'd like the code sent when 2-step
verification is required.

You will now be sent a verification code (immediately or may take up to 15 minutes
to arrive) to your e-mail or mobile phone by text depending on your selection. This



code once sent is valid for 10 minutes so you can complete step 3. If you selected
email, please watch your junk mail folder.
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2-Step Verification adds an extra layer of protection to your account. To enable it please enter your phone
number or email and we'll send you a verification code. It is more secure to use SMS, using an email
address may decrease your online security.

Phone numbers can be entered in 10-digit format (604 555 1234) for Canada/US numbers or international
format (+44 7911 123456).

If you'd prefer, you may choose not to enable 2-Step Verification at this time. You have 356181 days to
enrol before the new security features will be required.

TEXT MESSAGE (Recommended)
MOBILE PHONE NUMBER

EMAIL
MEMBER EMAIL

| SEND CODE

NOT NOW

Step 3: Enter the verification code that you received to your email or mobile device
(via text).
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To complete 2-Step Verification please enter the verification code that was sent to phone number
4168983762.

If this number is incorrect you can change the number.

ENTER VERIFICATION CODE

Didn’t receive a code? We can send a new verification cod

If you have not received the verification code, you can choose to select 'Change the
number' to verify your information - or 'We can send a new verification code' to
try again.

Step 4: Once you have entered the correct verification code, you should see a green
check mark and ‘Enroliment complete.’ Click “Continue” again and you'll be brought
to your online accounts.



(.:‘:anaras.ka
Financial

Credit Union

achieve m prospermgrow

/
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Thank you for entering your verification code.

ENTER VERIFICATION CODE

276059

o Enrolment complete

CONTINUE

Note: After set-up you will need to reset your touch ID and quick view on the
mobile app and the “Remember Option” in online banking.

Is there an option to set-up my device as a “trusted
device” so | don’t have to receive a 2-SV code?

No, not at this time. Any login assessed as high risk will require the 2SV process.
What is needed to set-up 2SV on my account?

A mobile phone (not landline) and/or email is required to set-up 2-step verification

Can | change the email or mobile phone for my account
after registration?

Once set-up, you can update your 2-step verification information in the “Profile and
Preferences” section in online banking, or “Settings” on Mobile App.



Only 1 e-mail and 1 mobile phone number can be set-up

Will | need to enter a verification code each time | login
to online banking?

Currently 2-step verification will only be used when the system detects unusual
activity (like logging in from a different computer/device than usual, different
location, etc.) You will not have to enter a code each time you want to do your
banking online. 2-step verification replaces the pre-existing security challenge
guestions.

You have 10 minutes to use the verification code that will be sent by e-mail or by
text to your cellphone depending on what you set-up or selected.

After you set-up 2-step verification if you are asked to input a code in the future,
you will be locked out of banking if you input an incorrect verification code 3 times.
If this happens, please contact us for assistance.

If you are banking using our app

Ensure you upgrade/are using the latest version of the app before setting up your
2-step verification. If you haven't upgraded your app as of November 21, your app
may crash and prevent you from logging in.

Steps to upgrade your app:

« Open the app or play store on your device
. Navigate to the GFCU app in the list & select update.

*If you don't see our app on the list, that means you have the most recent update
already installed (many phones have automatic updates enabled!)

If you are locked out of online banking

o Unsuccessful - PAC retries exceeded

“Unsuccessful - PAC retries exceeded” indicates you've entered your PAC
incorrectly. Follow the “reset password” link on the online banking login page.



If you require assistance, please visit our contact us page.

0 Sarry, your account has been locked out. For assistance, please contact your institution.

“Sorry, your account has been locked out. For assistance, please contract your
institution.” Indicates you've entered your verification code incorrectly. For
assistance, please visit our contact us page.



